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Which Is the best security resource
allocation in a railway network?

Railway Network as stations, lines (&hotspots )

Threats: Pickpocketing, Fare evasion, Terrorism, €
Each element has a value

For each element, each threat, a predictive model of acts
Allocate security resources (constraints)

For each cell predict the impact of resource allocation
Optimal resource allocation
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Which Is the best security resource
allocation in a railway network?

Railway Network as stations, lines (&hotspots )

Threats: Pickpocketing, Fare evasion, Terrorism, €
Each element has a value

For each element, each threat, a predictive model of acts
Allocate security resources (constraints)

For each cell predict the impact of resource allocation
Optimal resource allocation

NB1: Bad guys operate intelligent and organisedly!!!
NB2: Different bad guys uncoordinatedé
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Motivation

A @he Wo r | (83) Biggest Problems” (Lomborg)

I Arms proliferation
I Conflicts
I Corruption
I Terrorism
| Drugs

I Money laundering

A On()a of H2020 priorities (Secure Societies FCT, BD,
DS
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Motivation

RA extended to include adversaries ready to increase our risks

S-11, M-11 lead to large security investments globally, some of them
criticised
Many modelling efforts to efficiently allocate such resources
Parnell et al (2008) NAS review
I Standard reliability/risk approaches not take into account intentionality
I Game theoretic approaches. Common knowledge assumptioné
i Decision analytic approaches. Forecasting the adversary actioné

Merrick, Parnell (2011) review approaches commenting favourably
on ARA

DRI. Aalto



Too J>o0 3> T>o

ARA

A framework to manage risks from actions of intelligent adversaries

Banks, Rios, DRI Adversarial Risk Analysis (2015) Taylor Francis

One-sided prescriptive support
i Use a SEU model
i Treat the adversaryods decision as uncertaint

Met hod to predict adversaryodos actions
I We assume the adversary is a expected utility maximizer
A Model his decision problem
A Assess his probabilities and utilities
A Find his action of maximum expected utility
(But other descriptive models are possible)

Uncertainty |decisiomstem®iftomacker 6s
I our uncertainty about his probabilities and utilities
i but this leads to a hierarchy of nested decision problems

(random, noninformative, level-k , heuri sti c, mirroring argument,hk é)

Kadane, Larkey (1982), Raiffa (1982, 2002)
Lippman, McCardle (2012)

Stahl and Wilson (1994, 1995) D. Wolpert (2012)
Rothkopf (2007)
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First Defender, afterwards Attacker

up (Y
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Successful Attacker
Attack Decision (19 S
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Defender Attacker aq S
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a*(d) = argmax, 4 W4(d,a),vd € D

Nash Solution,

SPE: (d*,a*(d")) DRI. Aalto  Standard
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Supporting the Defender

Defender problem Def ender 6s sol

w | Yp(dya’)=up(d,S=Y)pp(S=Y | Xp=d X} =a) +

“ gl | up(d, S = N) pp(S =N | Xp = d, X} = o)

N : i ¥
(s N u‘frﬂ(d) = 'T.i;-"D(dv ai) pﬂ(a.i | d) + -?;".-‘D(d? a;) -pD(a.fZ | d)
o s ’ Lo . .

Nt | dY = arg max ¥p(d)

4 deX p

E N
Modeling input: pp(S|a;d) 57
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Supporting the Defender:
The assessment problem

- - - f
Defender 6s| vi ew Blicitation of pp(ald)
Attacker problem
Assume A is a EU maximizer
4
Y A . ~ o~ -
@Y D6s bel i (ua,pa)~ F ut
Y pald, a)=us(a,S=Y)pa(S=Y | Xy, =d', Xs=0a) +
N us(a,S=N)pa(S=N|X,=d, X4=na)
i . .
1y S i 11,-':?_-_1 - 11' A
Y
ay ! o~
A n pplald) = P-r[a-’r = arg max U4 (d, x)
TEAA '
 Slld MC simulation
Coys—— v ‘ ’ ~ 4 .
- - pp(ald) ~n~" Z #{a = argmax, s Va(z,d)}
Aﬂa_ck?) - 7 -~ . _
where Ya ~ Uy, 2=1..... n
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Sequential D-A

. Assess (pp,up) from the Defender

. Assess F' = (Pa,Uy,), describing the Defender’s uncertainty about (pa,ua)

3. For each d, simulate to assess pp(A|d) as follows:

(a) Generate (pYy,uy)~F,i=1,...,n

Solve a¥(d) = argmax,¢ 4 ¥ (d, a)
(b) Approximate pp(A = ald) = #{a = a}(d)}/n
. Solve the Defender’s problem

d* = argmaxyp ¥p(d,a1) pp(A = a1|d) + ¥p(d,a2) pp(A = az|d)
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Simultaneous games

ADecisions are made without K
decisions

(ffl.{'ilj

iy <l
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Supporting the Defender

ADefender 6s deci si an a l

d* = argmax;cp Z Z up(d,s) pp(S =s|d, a)
acA | se{0,1} |

How to
assess it ??
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Assessing 7p(A =a)

A Attacker's decision analysis as seen by the Defender

a® = argmax,. 4 Z [ Z ua(a,s) pa(S=s|d a) } wA(D = d)

deD | se{0,1}

(uapa,ma)~ (Us, Py TI4)

(D =d)
deD | sefo. 1DJ'RI Aalto

A|D ~ argmax,, - Usla,s) Py(S =s|d. a)
acA




The assessment problem

deci s

ATo predict Attackerds
to sol ve

The Defender needs
She needs to assess (u4,p4,m4)

A Her beliefs about (u4,p4.74) are modeled through a
probability distribution (U4, P4, 114)

A The assessment of T14(D = d) requires deeper analysis
i D6s analysis of A6s analysis of

A It leads to an infinite regress
thinking-about-what-the-other-is-thinking-a b ou t é
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Hierarchy of nested models
Repeat

Find I1p.—1(A") by solving

Al | Dt~ argmax, - 4 Z Z [{El(a_?.s) Pil(,S' =s|d,a) ]:[Ai_(Di = d)
deD |se{0.1}

where (U, P}) ~ F'

Find TI 4 (DY) by solving

D'[ AT~ argmaxgep ) [ N Up(d,s) Ph(S = s | d,a) | TIp (A7 = a)
acA | se{0,1}

where (U}, P}) ~ G"

=1+ 1

Stop when the Defender has no more information about utilities and probabilities
at some level of the reciBiveattmalysis. Level-k thinking



Opponent modeling

A Non strategic
A Nasheg

A Level-k

A Mirroreq

A Prospectmax

A Reconcile them through a mixture

DRI, Banks, Rios (2015Y RA



Piracy in Somalia
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The Defendi Attacki Defend model

A Two intelligent players
I Defender and Attacker

A Sequential moves
I First, Defender moves
I Afterwards, Attacker knowing De
I Afterwards, Defender again responding to attack
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The Somall Pirates Case:
Problem formulation

A Two players
I Defender: Ship owner
I Attacker: Pirates
A Defender first move
Do nothing
Private protection with an armed person
Private protection with a team of two armed persons
Go through the Cape of Good Hope avoiding the Somali coast
A Attackerds move
I Attack or not to attack the Defend:«
A Defender response to an eventual kidnapping
I Do nothing
I Pay the ransom
I Ask the Navy for support to release the boat and crew

DRI. Aalto



D,

d3 (nothing)
| 2
al (attack) S \ d 5’ (Navy)
d}_(nothing) =/ S=0
\ aY (no attack)
d3 (nothing)
| 2
al (attack) S \ d 5’ (Navy)
d?  (man) A / S=0
\ aY (no attack)
rf% (nothing)
| 2
| al (attack) S \ d 5’ (Navy)
dj (team) / S=0

74
i

a

aY (no attack)

(alternative route)

DRI. Aalto

S,P



Defender 6s

!

. . 71 :
deci si 0n 2@ sy

72
2

D,

(nothing) ©<
A

f.‘;i%

(man) d
A

74
!

(team) d
A

72
| S=1 DQ sz (pay) e 2.3
”l (attack) \ rf% (Navy) . 498
S=0 ° 0
a® (no attack) . 0
d3 (nothing) . 17.95
| s=1[p, f% (Pay) , 4.39
”l (attack) \ rf% (Navy) . 6.37
S=0 . 0.05
a? (no attack) . 0.05
d3 (nothing) .19.39
72
| S=1 D, ff? (pay) . 6.53
”l (attack) \ rf% (Navy) . 351
>=0 . 0.15
a® (no attack) . 0.15

(alternative route)
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ATC protection
Piracy

Metro

Urban security

Train

Reliability

SME IS

Oil rig
cybercontrolled
UAV fight

Cl

Cybersec res
allocation+cybins

Social robots

ARA: Cases

Airport authority
Ship owner

Operator

Police

DoT, DoD
Manufacturer

Company

Oil company

Country

Owner

IT Owner

Robot

Terrorist
Pirates

Pickpock
Fare evasion

Mob

Terrorist
Customer

Competitor

Sponsored hackers

Country
Terrorist

Hacker(s)

Use[I?RI. Aalto

Single site
Single site

Multisite

Multiattack, Cascade

Multisite spatial

Multisite network

Cyber, Integrated
with RA

Cyber, Multiattack
Multisite

Multistage

Several decisions
Random and
targeted attacks

Sequential

D-> A
D->A->D

D->A

D->A->D

D->A->D
D->A

D->A

D->A->D

D->A->D

General

D-A, D-A-D

D->A



ARA templates
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(a) Seq D-A () Sm D-A (c) Seq A-D
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[d) Seq D-A-D (e} Seq D-A-P
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ARA templates

Safeguard

Insurance
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More general interactions

} N

-------------

b <

-------------
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More general interactions

Algorithm 2 General computational strategy, Cyelic case

Data: BAID B; a topological ordering Ay, ... N+ of the component graph derived from the relevance graph
for B; the associated D= for defender T and attacker 4; the decizion sequences [y, .. I, and
Ay, ..., An, respectively, relative to TV and 4.

I: Fori=1tordoe
2. While N.n D £ do
3 Find j = max{k| 4z € N}

1 While 4; £ A do

i Apply Algorithm A.1 to 4 using A-reductions.
: End While
T End While

F: While A, # B do

a: Find j = max{k| Dv € N, }.

10 While [, £ T do

11: Apply Algorithm A.1 to T using D-reductions.
]2 End While

13 End While

14: End For

DRI. Aalto



Statistical Decision Theory

7 anm K
d []
-""i_,:‘j/ d*(x) = arg;nin/fg{d_, #)pp(0|x)de

:/'BI_ o d*(r) = arg min /!;;nlri".h'],!}f;ll.r' | &) pp(#) dé,
A Point estimation under quadratic loss

Inid, i) = (#— -!21]2-

1
po(x)

d"(z) = fﬁpniwlﬁ'Jpn(ﬁ)dﬁ = fﬁrﬂm(ﬁ'lif)dﬁ = E[f| ]
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Adversarial Statistical Decision
Theory

o . -- .;g_:: D o . _(_} D
G%}/ | Gga/

DRI. Aalto ’G}
s
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Adversarial point estimation

A=a-tf

A Quadratic loss

d*(z) = al‘gjnin [//(H —d)?pp(z | N) pp(A |6, a) pp(0) pp(a)drdd da.

d"(x) = arg min //(ﬁ —d)?pp(z|A=0+a)pp(0) pp(a)dida
d

po(x)
1
pplx)

1
po(x)

l ///HPD(‘L"U‘)?)D“ 16,a) pp(0) pp(a)drdd da

//HPD(;EM)PD(}*W)PD(HJ dAdo

/Hpg(;{r 16) pp(0) db BRrIJAdIen (6 | ) dd = E [0 ] «]

: Gi(';:} ;

@

R
IJ,I' e
[n) Strustarnl atteckor

pp(a)



Adversarial point estimation

e e
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&
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Concept uncertainty DRI. Aalto



Adversarial point estimation

A A Bayesian adversary
aj = arg min / / / [4(d, a,0) pa(d|z) pa(z |\ = 6 + a) pa(6) dd dz db.
Ajy = argmin / / / La(d,a,0) Py(d| ) Py(z| X = 60 + a) Py(0) dd dz 46
phi(a) = P(A} = a).
Ay, = arg min / f f X (d,a,0) P(d| ) P5(z |\ = 6 + a) PX(0) dddz d6
PB(A = a) = #{ Ay, = a} K

A Mixture, e.g.

75 P abimaaid) (@)



Adversarial point estimation

A Normal-normal model, for certain
parameter choices

Solution Concept Optimal Solution
_ _ 457
Non-adversarial Zz—l £
dn +1
4 :
ARA: Minimax adversary 2 &
) dn + 1

4(0.318&(x,0) >0 @i +0.682&(x, 1) D1 | (zi — 1))

ARA: Bayesian adversary
ayeslall adversary [] 315&(4 D) 0652(5 n 1)

2 (#i— 1))

L)

) (4n + 1)
Uj—lj&{.,e 0)> " 11?4—0405&(.;, 1)

) (

ARA: Uncertain concept
ncertain concep '04‘3&(4?0 0.455&(x, 1)

dn 4+ 1)

e 5T r'.'-'2 i :
| IJ{ +Ir;'j 2 | rl .I':' T 1 (.r! - ff_}_
g | = ex
Elr,a) = exp DR| g:?,ﬁlliﬁ)




Adversarial reliability

A Acceptance sampling

DRI. Aalto



Adversarial classification as a
game

A C, classifier. A, adversary
A Two classes: + malicious: - innocent.

A C and A maximise expected utility under common knowledge
conditions

A Finding Nash equilibria extremely complex

A Dalvi et al (2004) propose a scheme

Classifier operates Adversary chooses Classifier chooses
* a.-)k

(84
with data - optimal ~| optimal

untainted a(z) = z avs. c* c* vs. a*

Utility sensitive Naive Bayes
Forward myopic approach under strong common knowledge
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Adversarial problems

A Adversarial classification (Dalviet al , ¢

A Adversarial signal processing (Barni et
al,..)

A Adversarial learning (Lowd and Meek;..)
A Adversarial machine learning (Tygar,..)

A Adversarial SVMs (Zhouet al , é)
Aé

DRI. Aalto



Adversarial problems

Original Perturbation Adversarial




Adversarial classification through
ARA. ACRA

- —— =

Dalvi et a | osieer AC model from ARA perlspective malicious (4+) or innocent {—)
DRI. Aalto



ACRA. Classifier problem

c(r') = argmax E to(Ye, ¥)pely|z’) = arg max E uc(ye, ¥)pe(y)pe(z’|y) =

" e+ Y yel+-)
— Arg max Z (Yo, ¥)pc(y) Z Z polx', =, aly).
HE ye{+.-) reX’ ac A(T)
eeéééeeeceeéeéeceeeeéeece
= argmax |uclye, + )pc(+) Zti!hfufr,“_ﬂ.r T, +]_;}.;u|—]+l.!¢ | 1 -.—-pfu — e —)
e e X!
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ACRA. Adversary problem

a (x,y) = arg max J|II walefa(z)) = +.y,a) - p+ walcelalz)) = —, y,a) - (1 —p) | fal{plalz))dp.
a
[ val+,+.a) p+ uwal—, +.a) {1 — p}| fa(pla(z))dp
[wal+,+, a) — wa{—, +, a) g (—, 4+, a@).

A*(QE, +) = arg max ([UA(+: +: (I,) o UA(_: +3 CL)] Prf%a:) + UA(_: +: (I,))

random version
of

clalz,+) = Pr(A*(z,+) = a
po(ale, +) = Pr(A*(z,+) = a) = [ pfalpla(z))dp

Py(clz") ~ Be(d1, d) 61+62 = Pra(c(z’) = +)

DRI. Aalto



ACRA. Spam detection
approach

1. PREPROCESSING

mg set has not been tainted.

L,

2. OPERATION
Read '
"L

ESTIMATE po(ar.w|T, +).

:-;l.il'l-'l."

i I i - L' " ' L i i ' L e L i
e(T' ) = argmax | u(yc, + )po(+) 5 po| e | T, + POl T+ ) + ulwe, — IpolT | — e

[

A - A"

Chutput ofx).
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ACRA. Spam detection
approach

[ ¥ ] — R —
] -
i [ B ]
— A ] o RS e
[] QS =m0 — R, T
. —_— e e _— — —
i !I-
B | - e —— -t ——— - -
[ & |
T =
- L
[ & —_—

LB

.

; — e e —_— A

- — ._ll.h.-l e b ar e

+..
e | e e — — —
[E ] Il-‘_
=
. [E
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ACRA. Computational
enhancements

- [“f":”"" +pc(+) Y po(azaw|r, +)po(z]|+) + uc(ye, —)po(z'|—)pc IZ—::']
L

re X!

and only if 3 ._ v pol{@e_o|T, + pe(z|+) = [, where

[.-J:':'—. —} —ug(+,—) |po(|-)pc(—)
; I

o+, +) — up(—, +) | pel+)

! %T,n:-:'f:_,__ v |[Tna ) [T € A') = L

Importance sampling. Sequentially decide

estimation of polar.»|r.+)  Small Monte Carlo sample size

P T ."l'.':"t'I dp -:'J +1
PO\ Qe [T, +) = —nr';' - |:.vd“_‘l-:l:|| .

Regression Metamodel DRI. Aalto
Parallel processing



ACRA computational
enhancements

Size Accuracy FPR FNR

ACTRA 1.00 0.919 1.87- 10— 1.77-10

MC ACRA (.75 912 320-10—= 1.°74-107

MC ACRA (.50 05 2.70-10—° 199.10""

BBS 20102 260- 10!
NB-Plain .

[

i [

0 L

MC ACRA (.25 0 L
0 L

i L

il G.77- 10— 1.85-10—°
NB-Thinted T61 677 - 10— 5.00- 107
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